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Business
Build it Faster Keep it Stable Keep it Safe
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Development Operations Security

Security must be a concern every part of the business,
every process that is being used
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DevSecOps

Build on the mindset “everyone is responsible for security”

Release

- S

Code

ecure Build
DevOps

And measurement, rapid feedback and automation.



Magic Quadrant for Application Security Testing

Product or Service Scores for DevOps

Product or Service Scores for Custom

Product or Service Scores for Regulated

HPE
IBM
Checkmarx

Synopsys

Rapid7
Trustwave
Acunetix
WhiteHat Security
N-Stalker

Virtual Forge
ERPScan

Qualys

SiteLock
PortSwigger
NSFOCUS . COMPLETENESS OF VISION —>

Contrast Security

ABILITY TO EXECUTE —>

4 5
As of March 2017
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What's New in Sparrow 5
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| What's New in Sparrow 5
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What's New in Sparrow 5
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Intelligent Issue Clustering

Active Suggestion
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Advanced Issue Filtering

Issue Replay



What's New in Sparrow 5
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RonaldoCr---(admin1) _

FORWARD_NULL
\repo\sparrov5s\data\project\16\src\com\fasoo\sem\ND\ArgInter. java ELEC
package com.fas00.3em.ND;

Jeongam

public class ArgInter {
4@ soid arg3(String x) {
5 x.toString();
6 i
0id arg2(String x)
arg3(x);

1

oit argl(string x) { : RS
arg2(x); '

void trig(} {
Foull BET0 SAHUSUD
Foull 0] x Off AYEIISUCH
String x = null;
FEE5Es S5 U0IN FEZEHASLCH
argl{x); [* BUG *

(Arginter java:14)

& argl
(Arginter java:15)

& arg2
B (Arginter javai1 1)

& arg3

B (Arginter java:g)

v
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. Total 387 target(s) 1
¥ Total 4 target(s)

.
EuEs

Level 1

yE ABEC 4H == A=
DIVIDE_BY_ZERO testComplext S\repolsparrowS\datalproject|16\src\cert\NUMO2_1 java
RESOURCE_LEAK test_direct_management_of_connections F:\repo\sparrowS\data\project|16srciall\AllDefects java
tevel2 RESOURCE_LEAK safeTest F:\repo\sparrowS\data\project|16\srcicom\fasoo\sem\PASSWORD_SAVED_FILE_
tm:: UNCHECKED_NULL foo F:\repo\sparrowS\data\project|16\srcicom\fasoo\sem\ND\UncheckedNull java
eve

PERSISTENT_COOKIE makeCookie2 F:\repo\sparrowS\data\project|16\src\comifaseolsem\PersistentCookieTest.java

¥ Total 4 target(s) HTTP_RESPONSE_SPLITTING makeCookie2 \ \ PersistentCookieTest.java

NULL_RETURN_STD makeCookie2 7 \repolsp ojecti16\sre\com \sem\PersistentCookieTest java (Arginter j
PERSISTENT_COOKIE makeCookie2 F:\repolsparrows\data\project|16\src\com|fasoo\semiPersistentCookieTest java
NULL_RETURN_STD makeCookie2 F:\repo\sparrow \project\16\src\comfasoo\sem\PersistentCookieTast java

OPEN_REDIRECT doGetComplicated F\repolsparrows\data\project\16\src\com|fasoo\sem\OPEN_REDIRECT.java

NULL_RETURN_STD doGetComplicated F\repo\sparrows)data\project\16\src\com|fasoo)\sem\OPEN_REDIRECT java
HTTP_RESPONSE_SPLITTING doGetComplicated F:\repolsparrows\data\project|16\src\com|fasoo\sem\OPEN_REDIRECT java

OPEN_REDIRECT doGetComplicated F:\repo\sparraws\data\project|16\src\com\fasoo\sem\OPEN_REDIRECT.java

NULL_RETURN HDComplex F:\repolsparrows\data\project|16\src\cert\ EXPO1_1 java

J|@|0|8|0|8|0(3|0 8|0 |80 (@0 =t

RESOURCE_LEAK F:\repo\sparrowS\data\project|16\srcicom\fasoo\sem\WEAK_PASSWORD_REQUI
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DevSecOps
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metaCODE metaCODE metaCODE
SAST DAST RASP

metaCODE Application Security Platform
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